Written Agreements Pertaining to FERPA Regulations
This agreement is between <<school name>>
And 

Third party Name
R. Gonzalez Management, Inc.


3560 S. La Cienega Blvd. Suite E.

Los Angeles, CA 90016

In accordance to Section 99.35(a)(3), the regulations specifically state that that the following provisions be included in written agreements under the audit or evaluation exception:

1. R. Gonzalez Management, Inc. is herewith designated as the authorized representative of the institution.

2. As an authorized representative, RGM’s services include the school’s client utilization of the RGM School Administration Software.  The software includes operating modules that include the following areas:
Administration - this module is used to set the internal controls of the system.
Recruiting – this module is used to track activities related to new leads on prospective students.
Admission – this module is used to record and track activities related to the admission process of the institution as admission criteria, course of enrollment, charges and class weekly schedule.

Registrar – this module is used to record and track activities related to registrar duties as attendance, subjects completed, grades, SAP reviews, terminations, graduations and leaves of absences data.

Financial Aid – this module is used to track financial aid activities such as FAFSA applications, awards, and approval of aid disbursements.
Fiscal – this module is used to track activities related to accounting as institutional charges, aid disbursements, payments, R2T4/institutional refund calculations and payment, write-offs and any other transaction affecting the student tuition account.
Placement – this module is used to track activities related to state licensing, and placement.
Default Prevention – this module is used to track students near graduation.

The information being disclosed to RGM includes all student records necessary for the software to function accordingly to the needs of each module.  

3. All student data is retained electronically within the RGM system.  The intent of the system is to provide institutions with the tools needed to be in compliance with the administration of the Title IV Federal Financial Aid Programs in accordance to State, Accreditation and USDE guidelines.
4. The functions conducted by the RGM system and supporting staff are with the ultimate goal to have an annual audit with no compliance or financial exceptions.  To reach this goal the system has internal controls that assist the users in determining and testing student aid eligibility and a final reconciliation of the student fiscal records and Title IV programs.
5. All documents and reports generated from the system as print outs by RGM staff to conduct day by day operations, are shredded down to ¼ of an inch and taken to a paper recycle center.  Electronic data is backed up on tapes.  The 45 back-up tapes are recycled every 45 business days.  The back-up tapes are kept in fireproof safes located away from the main premises.  Data is retained for an unlimited time for active clients and 6 months from the date of termination for inactive clients.
6. As stated under item number 5, Print-outs are destroyed within a week’s time after the individual project is concluded.  Electronic data is destroyed within the seventh month from school termination.  If needed, the school client and/or RGM may agree to extend the above dates for specific reasons.

7. As part of the needed procedures to maintain the integrity and the full use of the RGM system, RGM is within this agreement authorized to redistribute only the data elements needed for each of their functions with the following associates:
USDE representatives and contractors
Accrediting agencies as needed

Governing State Agencies providing school approvals and state licensing exams to graduates.
Contracted CPA firms conducting annual Title IV compliance audits.

Contracted Default prevention firms assisting schools with default prevention procedures.
Contracted attendance tracking firms

Judicial authorities

Parents of dependent students

Students are limited to student’s own data

Institutional personnel in accordance to their user level

All transmissions including Social Security Numbers are done electronically encrypted and pass-protected for security.
Internal procedures are in place with the RGM staff to protect student and school data at all times and secure that no other redistribution is done under any circumstances.  
Internally, RGM procedures continue to provide an option for any reports that do not require the student or parent social security number, have an option to print institutional internal key number to identify the student instead of social security number.

The entire staff at RGM is fully aware of the responsibilities of protecting Personally Identifiable Information (PII).  Internally, RGM has established procedures and penalties for unauthorized disclosure of PII data.  The penalties, depending of the circumstances, may include removing access from working with sensitive information or ultimately, dismissal from employment.  Personnel with access to PII do so as part of the supporting duties in assisting school clients.  The data is protected by users name and passwords allowing access to the data specifically by module and by transaction.  RGM staff with PII access are employees who have been with RGM for 10 to 32 years and we see no need for any criminal history investigation.
RGM Data Handling and Security

RGM data is secured through a 2-layer network approach. Clients access their data through Secure Socket Layered (SSL) HTTP. These requests are being encrypted and decrypted for security when transmitted over the Internet. All these encryptions and decryptions are handled by two (2) F5 LTM appliances on an active-passive setup for redundancy. Who in turn would transfer such requests to load-balanced WEBTRAN servers that resides into another isolated local area network (LAN). These WEBTRAN servers are the only servers that can communicate to the Database Server that finally houses the RGM Data. To achieve high-availability, the Database Server is setup in a virtualized environment provided by Marathon Technologies. Two physical servers are virtualized into one, so that if something goes wrong with the first, the second would take up the load automatically. Daily data backup is being conducted and saved in a separate network-attached storage (NAS) device and another copy is being made to an encrypted portable hard drive for offsite storage. Data and Server Management can only be done by authorized RGM employees from its office or via a remote session secured by a virtual private network (VPN) connection system to a Terminal Server that resides within RGM’s local area network. All RGM employees are trained and constantly reminded of the utmost need to secure personally identifiable information (PII) such as, but not limited to SSN. We try to reduce paper consumption as much as possible, but when it can’t be avoided, print outs are collected, stored, shredded and disposed of in a secure manner.
Binding terms are applicable to the entity as well as to individual staff members within RGM.
Programming department has access to student data as needed to test new developments and conduct testing on program enhancements.

Fiscal area has access to student data as required to reconcile bank statements and individual student aid program required reconciliation.  This includes preparation for annual audits or program reviews.
Customer support area has access to student data as needed to assist school system users in the day to day utilization of the RGM system in the administration of the Federal Aid Programs.

Each staff member is limited to have access to the student data only to conduct the duties related to the current ongoing process or project.  Once the process or project is completed, if any data was printed, it must be stored at the office for its weekly shredder procedure.  If any sample data was retrieved for programming purposes, once the upgrade is completed, the program is updated and the temporary data is hard deleted.
Each staff member and RGM as an entity under the agreed understanding that student data re-disclosure is strictly prohibited in any shape or form to any other entity than those listed in item 7 of this agreement.

The data protection falls on each of the RGM staff members with its CEO Rafael Gonzalez as the ultimate custodial authority.
RGM is not required, to our knowledge, to have a review or approval from the Institutional Review Board (IRB)

The student data retained in the RGM system belongs to the institution using the RGM system.  Any re-disclosure of data is only directed to those additional authorized parties listed under item 7 in this agreement.  Each of those entities has their own agreement with the institution and its own FERPA responsibilities.
Penalties related to breach of this agreement would be handled in accordance to the severity of the violation.  Within the RGM System functions all activity has been tested and secured that no student data is given to unauthorized parties.
Destruction of records has been thoroughly described in the above contents of this agreement.
There is no additional cost involved or assessed to the institution using the RGM system in the activities covered by this agreement.

The daily utilization of the RGM system by its users gives the institution client an opportunity to a permanent audit of the system operations and results.

It is the ultimate goal of our system to maintain legal compliance with the state, accrediting and USDE agencies as applicable to the institution’s participation in the Title IV Federal Student Aid Program.

The RGM system has internal controls where data is protected from unauthorized users.  The RGM staff is also trained to protect PII at its maximum level.  If a breach was to take place by an individual and was discovered by a member of the RGM staff, our school client would be immediately informed of the issue, the extent of the breach and possible consequences.  The client would have the opportunity to contact the pertinent authorities and take any steps considered necessary.
As reports from the system are created, the institution and RGM staff has the opportunity to determining if the report provides the data requested and if consistently provides protection of the student and or parent PII.
This service agreement may be modified only by mutual agreement; the contract may be terminated following the termination procedure stated in the termination procedures section of this agreement.


